
All the Data, All the Time:
A New Strategy for Security Tooling 

Xavier Garceau-Aranda ⌨☁🛡
Principal Security Engineer @ Latacora



Hello, World DevOpsCon!



Current state of security tooling



Our approach



First step: retrieving "all the things"



Simple APIs (K8s)



Formal APIs (K8s)



Formal APIs (GitHub)



Complex APIs (AWS)



Snapshots



Snapshots



Queries



Querying with Datomic



EC2 instances with IMDSv1 enabled & an IAM role with excessive permissions



Beyond simple snapshots



Finding the location of an IP across AWS



Identifying IAM permissions at scale



Expanding IAM permissions

https://github.com/iann0036
/iam-dataset 

https://github.com/iann0036/iam-dataset
https://github.com/iann0036/iam-dataset


Replik8s



Replik8s



Replik8s



Treating providers as equals



Going Forward

Further reading:
● https://www.latacora.com/blog/2023/11/01/our-approach-to-building-security-tooling/
● https://www.latacora.com/blog/2024/09/13/datomic-and-content-addressable-techniques/

https://www.latacora.com/blog/2023/11/01/our-approach-to-building-security-tooling/
https://www.latacora.com/blog/2024/09/13/datomic-and-content-addressable-techniques/


Thank you!




